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Abstract-In today’s digital age, the increasing reliance on computer technology has made the average 

citizen vulnerable to crimes such as data breaches and possible identity theft. These hacks frequently target 

social media platforms such as Facebook, LinkedIn, Instagram, and Twitter. As a consequence, there seems 

to be an incentive for social networks to improve their Cyber security. Online Social Networks (OSN) 

are widely used apps for sharing a variety of information, such as text, images, and videos. However, one 

of the existing OSN systems’ challenges is the issue of fraudulent accounts. The attacker uses fictitious 

accounts to spread false information such as malware, viruses, and malicious URLs. We build an ANN 

network to train a learning model in false profile categorization using standard machine learning. In 

particular, we suggest a unique pooling layer to improve neural network performance during training. In a 

fraudulent account categorization challenge, we harvest a promising outcome with superior accuracy and 

modest loss than conventional learning methods, as demonstrated by this project. This project is about 

detecting fake accounts on Instagram, which leads to fraudulent interaction. We used two datasets in this 

study, and we used one model to train the ANNs and the other to evaluate the produced model ANNs, as 

is standard in machine learning. Additionally, we leverage specific features of the user Instagram to train 

the ANNs in the dataset for the detection of fake accounts. 
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INTRODUCTION 

Online Social Networks (OSNs) such as Facebook and Instagram are becoming extremely prevalent and play 

a signif- icant role in today’s world. Aside from being used as a means of communication, OSNs are also used 

to gain popularity and promote businesses[8].At first glance, an account’s popularity is measured by metrics 

such as follower count or the properties of the shared contents such as the number of likes, comments, or 

views. As a result, users of any social platform may have a tendency to artificially boost its metrics in order 

to reap more benefits from OSNs[14]. 

There are also some tends to work in which Instagram is studied from the perspective of fake engagement. 

Instagram has quickly risen to prominence as one of the most popular social media platforms. Instagram has 

approximately 1 billion monthly active users, 2 million monthly advertisers, and users like 4.2 billion posts 

every day [1]. As a result, maintaining a healthy environment on such a vital social platform is critical. On 

Instagram, it is attempted to determine fake likes. 

online Social Networks (OSN) are widely used tools for sharing data such as text, photos, and videos. 

Moreover, one of the hurdles in today’s OSN systems is the problem of fake accounts. The attacker uses 

bogus accounts to disseminate deceptive information such as malware, viruses, or malicious URLs[15]. In this 
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project, we collect and collate fake account datasets using some sample features and a web crawler, and we 

collect two datasets, one to train and one to test the model. 

 

  

II LITERATURE SURVEY 

The Support Vector Machine is a binary classification algorithm that finds the hyper plane with the greatest 

separation between two classes [1] .It is a supervised learning algorithm that provides sufficient training 

examples, fairly divides two classes, and classifies new examples. Because of its mathematical foundation in 

statistical learning theory, it provides a general approach to machine learning problems. SVMs build their 

solution as a weighted sum of SVs that are only a subset of the training input[2].It is useful when the number 

of dimensions is greater than the number of samples provided. 

Random Forest is a reliable technique that can perform both classification and regression tasks [3].Its hyper 

parameters are nearly identical to those of a decision tree or a bagging classifier. It generates numerous tree 

variants. The best outcome will be used to forecast identity fraud. Each classifier output represents a different 

section of a tree [4, 21]. 

Simranjit Kaur et al research’s study is based on implementing a k-mean clustering algorithm on a vector 

intended to improve efficiency [5].To detect phishing emails using neural networks, two phases must be 

completed: training and testing. The recognition of spam and phishing emails using a feed forward neural 

network[7].The project’s 11 features have been implemented as binary values 0 or 1, with value 1 indicating 

the appearance of this feature[6,20]. 

 

III.PROPOSED   METHODOLOGY 

In our solution, we use machine learning, specifically an artificial neural network, to determine the likelihood 

that a friend request is genuine or not. Each neuron’s is run through a Rectified linear Activation function to 

keep the results between 0.0 and 1.0[13]. This could easily be multiplied by 100 at the output end to give us 

the possible percentage that it is a malicious request. 

 

 

Fig. 1. ANN Layers 
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Our solution would consist of a single deep neural network with only one hidden layer. Each input neuron 

would be a distinct, previously chosen feature of each profile converted into a numerical value (e.g., gender 

as a binary number, female 0 and male 1) and, if necessary, divided by an arbitrary number (e.g., age is always 

divided by 100) to avoid one feature having more influence on the result than the other. Neurons are nodes. 

Each node would be in charge of exactly one decision-making process. Each object has a weight and bias, 

which aids in the decision-making process. Data flow diagrams are useful for capturing a snapshot of the 

entire system’s operation using a simple diagram. The Data Flow Diagram below depicts the flow of 

data in the system by understanding the various inputs and out- puts [16]. 

 

 

Fig. 2. Data Flow Diagram 

 

 

It is centered in the system because Network is the key system. We provide various software, 

hardware, and other factors as inputs to this system. 

 

  IV METHODOLOGY  

Use Case Diagram 

A use case diagram is one of the UML’s Behavioral Diagrams that depicts the system’s basic form or 

undeveloped software requirements. The ’What’ and never the ’How’ of the system are always 
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specified in use case diagrams. These diagrams assist us in comprehending the system from the point 

of view of the end user. A use case diagram is made up of use cases and actors, and it shows how the 

actors and use cases interact. As a result, it summarizes all relationships but makes no explicit 

statement of the sequence in which steps should be completed. 

 

Fig. 3. Use Case Diagram 

 

Sequence Diagram 

Behavioral diagrams include sequence diagrams. It’s a type of interaction diagram that shows how a 

group of objects can interact in a specific way. It specifies the sequence in which activities should be 

completed. Software engineers use these diagrams to better grasp a project’s requirements and work 

accordingly. Figure 4.2 helps in the modelling of a function’s or operation’s logic. Event diagrams 

are another name for sequence diagrams. 

 

IMPLEMENTATION 

We use an Artificial Neural Network to detect fraud in Instagram profiles. Based on prediction, performance 

is measured and accuracy is calculated. The dataset used in the experiment contains various attributes such 

as user name, profile picture, username length, and so on, with the final attribute indicating whether the 

transaction was successful or not[9]. A value of 0 indicates that the profile is genuine, while a value of 1 

indicates that it is a forgery. 

 

We use an Artifical Neural Network to detect fraud in Insta- gram profiles.Neurons in the human brain are 

interconnected similarly to how nodes in an artificial neural network are interconnected.The structure of an 

ANN is depicted with input, output, and hidden layers[12].The inputs are x1, x2,...Xn, and the output is y. The 

weights associated with the inputs x1...xn are w1...wn.This neural network employs hidden layers. RELU is 

the Activation Function used in the fake profile detection model. 

 

The readCSV() method will be used to read the data.This is incorporated into the training set.One of the 

most important aspects of creating an ANN is using the correct parameters and formatting the data 

correctly[11].The parameters, such as Followers, posts, and so on, are then converted to a numerical form, 

similar to an enumerated data type. 

 

We then divided the input and output sets in half. This leaves us with four distinct sets.The input train is 

given the first input set[10]. The second half of the input set is stored in this variable.The input test is given 

the second input set.The first half of the input set is stored in this variable.The output train is given the first 

output set.The second half of the output set is stored in this variable. The output test is assigned the second 

output set.The first half of the output set is stored in this variable. 

 

The standardscaler() class is used.This enables us to trans- form the data into a uniform distribution 

form with a mean of (0) and a standard deviation of (1).On the input train parameter, we use the 

fitTransform() method, and on the input set parameter, we use the transform() method.This converts 

the data to the desired distribution format.The model is then built using Sequential from the Keras 

library. 

 

We use the Sequential class’s add() method to activate the Rectifier linear activation function and then 

generate the output layer[17,18].The model is then compiled using Stochastic Gradient Descent as an 

optimizer.Using the fit() method, the neural network is then fitted to our training set[19]. 
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RESULT ANALYSIS 

We must validate the input test variable, which contains one-half of the input set. This is accomplished 

through the use of the predict () method. The outcome is then expressed as a percentage. This 

outcome is saved in the output prediction variable, which is then saved in our database as a new 

column. The variables input test and output test are then passed as parameters to the evaluate () 

method. The classification report method’s outcome is assigned a score. The score is used to determine 

whether the profile is genuine or fraudulent. 

 

We see the graph with the training loss and validation loss; we must accurately set this graph by 

adjusting the epochs or increasing the hidden layer.The final result is evaluated using the confusion 

matrix, and precision, recall, and accuracy are computed. It is divided into 

 

  

Fig. 6. Model Loss Progression During Training Validation 

 

http://www.ijcrt.org/


www.ijcspub.org                                    © 2022 IJCSPUB | Volume 12, Issue 3 September 2022 | ISSN: 2250-1770 

IJCSP22C1226 International Journal of Current Science (IJCSPUB) www.ijcspub.org 931 
 

 

Fig. 7. Model Accuracy Progression During Training Validation 

 

Two classes: the actual class and the predicted class. The con- fusion metrics are determined by the following 

characteristics: True Positive: when both values are positive, i.e. 1. 

True Negative: When both values are negative, the result is 0. 

False Positive: This is when the true class is 0 and the non- true class is 1. 

False Negative: It is the case when actual class 1 and non- true class is 0. 

The following is how precision is defined: Precision = true positive / Actual result  

 

Precision = true positive/(true positive + false positive The following is how Recall is defined: 

Recall = true positive / predicted result 

Recall = true positive/(true positive + false negative) The following is how Accuracy is defined: 

Accuracy = (true positive + true negative)/ total 

V CONCLUSION 

The model given in this project shows that Artificial Neural Network (ANN) is a simple and reliable 

method for binary classification in a big dataset. ANN can classify false and authentic profiles with a 

reasonable degree of accuracy, this  project solely uses publicly available data, which is helpful for 

enterprises who want to prevent any privacy breaches. However, organizations can employ private 

data to further extend the possibilities of the suggested model. 

Our findings can serve as inspiration for researchers to work with restricted social network data and 

develop strategies for making better decisions using real data. We can also try similar approaches in 

other domains to identify viable answers to problems when the least quantity of data is available. 

In the future, we hope to run our model using more advanced concepts like ontology engineering to 

semantically analyses user posts and behaviors. This latter approach can improve the accuracy of 

predicting whether a profile is false or genuine. 
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