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Abstract: Healthcare supply chains are critical backbone to services and vital for everyday life. The inherent complexity of such 

systems can introduce impurities including inaccurate information, lack of transparency and limited data provenance. A 

counterfeit drug is one consequence of such limitations within existing supply chains which not only has serious adverse impact 

on human health but also causes severe economic loss to the healthcare industry. Therein, an end-to-end product tracking system 

across the pharmaceutical supply chain is established to ensure product safety and eliminating counterfeits. Most existing track 

and trace systems are centralized leading to data privacy, transparency and authenticity issues in healthcare supply chains. In this 

paper, we present an Ethereum block chain-based approach associated with smart contracts and decentralized off-chain storage 

for efficient product traceability in the healthcare supply chain. The smart contract guarantees data provenance, eliminates the 

need for intermediaries and provides a secure, immutable history of transactions to all stakeholders.  
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I. INTRODUCTION 

 

Healthcare supply chain is a complex network of several independent entities that include raw material suppliers, manufacturer, 

distributor, pharmacies, hospitals and patients. Tracking supplies through this network is non-trivial due to several factors 

including lack of information, centralized control and competing behaviour among stakeholders. Such complexity not only results 

in in-efficiencies such as those highlighted through COVID-19 pandemic but can also aggravate the challenge of mitigating 

against counterfeit drugs as these can easily permeate the healthcare supply chain[1].Counterfeit drugs are products deliberately 

and fraudulently produced and mislabled with respect to identity andsource to make it appear to be a genuine product”. In order to 

overcome this Firstly, our approach identifies and engages major stakeholders in the drug supply chain i.e,the FDA, supplier, 

manufacturer, distributor, pharmacy, and patient. Secondly, we make explicit efforts to identify and define relationships among 

stakeholders, on-chain resources, smart contracts, and decentralized storage systems. Furthermore, in view of the significance of 

interactions among stakeholders, we have included precise definitions to remove any ambiguity. Thirdly, we use the smart 

contracts technology to achieve real-time, traceability with push notifications so as to minimize human intervention and therefore 

undesired delays. Specifically, each drug Lot is assigned a unique smart contract that generates an event whenever a change in 

ownership occurs and a list of events is delivered to the DApp user. 

Blockchain technology has been introduced in the healthcare supplychain. The fundamental concept of the blockchain data 

structure is similar to a linked list i.e, it is shared among all the nodes of the network where each node keeps its local copy of all 

the blocks (associated with the longest chain) starting from its genesis block[2]. Recently, many real-world applications have been 

developed in diverse domains, such as the Internet of Things, e-Government and e-document management. These applications 

leverage benefits of blockchain technology due to its self-cryptographic validation structure among transactions (through hashes), 

and public availability of distributed ledger of transaction-records in a peer-to-peer network. Creating a chain of blocks connected 

by cryptographic constructs (hashes) makes it very difficult to tamper the records. 
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II. LITERATURE SURVEY 

In the era of the Internet of Things (IoT) Suliman, Zainab[2019] et.al, smart connected devices have the ability to 

generate data that could be of interest to the public. This paves the way for an emerging market for monetized data exchanges, 

where IoT device owners can sell access to live data generated by their connected devices to interested users. Implementing a 

trusted, cost-efficient, automatic monetization solution of IoT data can be a challenging problem and usually involves 

intermediaries and centralized governance and management[3,4,5]. Blockchain and smart contracts introduce a secure and trusted 

platform to carry out transactions in a highly trusted, secure, decentralized manner. In this study, they present a blockchain-

solution and implementation using Ethereum smart contracts for monetizing IoT data with automated payment involving no 

intermediary. The authors discuss key aspects related to architectural design, entity relations, interactions among participants, 

logic flow, implementation and testing of the overall system functionality. 

Mohana et.al [2020] proposed healthcare industry relies heavily on the use of pharmaceutical drugs to treat patients, and 

acquires said drugs using supply chain management. However, fraud and abuse cases in current healthcare industry are a major 

problem, costing the industry billions of dollars annually. Furthermore, counterfeit drugs also plague the healthcare industry, 

which is a major health concern to patients who consume said drugs[7]. To solve these problems, a system is required to trace 

pharmaceutical drugs as they travel the supply chain, from the provider of the ingredients to produce pharmaceutical drugs, to its 

consumers. The proposed project will implement blockchain, an emerging technology that enables decentralized storage of data 

and immutable data. Blockchain stores data in a distributed ledger visible to all participants, which will create transparency in the 

supply chain, a much-needed change, which are presently very complex and opaque. Blockchain records the transaction details of 

relevant participants involved in the supply chain process as pharmaceutical drugs move through the supply chain. 

Nizamuddin et al.[6] propose a blockchain-based solution and framework for document sharing and version control to 

facilitate multi-user collaboration and track changes in a trusted, secure, and decentralized manner, with no involvement of a 

centralized trusted entity or third party. This solution is based on utilizing Ethereum smart contracts to govern and regulate the 

document version control functions among the creators and developers of the document and its validators. Moreover, our solution 

leverages the benefits of IPFS (Inter Planetary File System) to store documents on a decentralized file system. The proposed 

solution automates necessary interactions among multiple actors comprising developers and approvers. Smart contracts have been 

developed using Solidity language, and their functionalities were tested using the Remix IDE (Integrated Development 

Environment). The paper demonstrates that our smart contract code is free of commonly known security vulnerabilities and 

attacks. The code has been made publicly available at GitHub. 

 

III. RESEARCH  METHODOLOGY 

 

Existing solutions within supply chain management have traditionally used barcodes and RFID tags as identification techniques, 

Wireless Sensor Networks (WSN) to capture data, and Electronic Product Code (EPC) to identify, capture, and share product 

information to facilitate tracking of goods through different stages. In this context, Smart-Track utilizes GS1 standards barcodes 

containing unique serialized product identifier, Lot production and expiration dates. The information contained in the GS1 

barcode is captured across various supply chain processes and maintain a continuous log of ownership transfers. As each 

stakeholder records the possession of the product, an end user can verify authenticity through central data repository maintained 

as Global Data Synchronization Network (GDSN) by using a smartphone app. In the downstream supply chain at the warehouse, 

pharmacy and hospital units can scan the barcode to verify the product and its characteristics.  

The proposed solution is developed using the Ethereum blockchain platform[8,9]. Ethereum is a permissionless public blockchain 

which means it can be accessed by anyone. The smart contract is written in Solidity language, and compiled and tested using 

Remix IDE. Remix is an online web-based development environment for writing and executing codes for smart contracts, and it 

also allows the user to debug and test the environment of the Solidity code. 

The manufacturer will first deploy the smart contract in which details of the manufactured drug Lot will be defined, declared and 

an event will be triggered and announced to all participants in the supply chain[10]. In case new participants are added to the 

network, they will have access to the events since they are permanently stored on the ledger and therefore they can track and trace 

the history of any manufactured drug Lot. The manufacturer also has the option of uploading an image of the Lot to the IPFS so 

that it can be accessed by participating entities to visually inspect the drug Lot. Prior to the sale of the newly manufactured Lot, it 

has to be packaged, the manufacturer will announce to other participants that the newly manufactured Lot is available for sale by 

sending an event. Participating entities interested in buying the newly manufactured Lot will have to access a function that is 

specialized in selling Lots, and once the transaction is finalized, an event will notify the participants declaring the new owner of 

the Lot. The manufacturer will not be eligible to deploy the smart contract for the drug Lot unless it is approved by the FDA but 

for the sake of simplicity, this approval is not implemented in the smart contract. The following algorithms determine the process 

of transactions among stakeholders. 

 

Algorithm 1: Creating a Lot in Smart Contract  

Input: lotName, lotPrice, numBoxes, boxPrice, IPFShash, Caller, OwnerID  

Output: An event declaring that the Lot has been manufactured. An event declaring that the image of the Lot has been uploaded  

Data:  
lotName: is the name of the Lot  

lotPrice: is the specifified price of the Lot  

numBoxes: is the total number of boxes within a Lot  

boxPrice: is the price of each box within a Lot  

IPFShash: is the IPFS hash of the Lot image  

ownerID: is the Ethereum address of the owner of the Lot  

initialization;  

if Caller == ownerID then  

Update lotName  

Update lotPrice  
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Update numBoxes  

Update boxPrice  

Add IPFShash  

Emit an event declaring that the Lot has been manufactured  

Emit an event declaring that the Lot image has been uploaded to the IPFS server  

else  
Revert contract state and show an error. 

Algorithm 2: Granting Lot Sale  
Output: An event declaring that the Lot is for sale  

initialization;  

if Caller == ownerID then  

Emit an event stating that the Lot is up for sale  

else  

Revert contract state and show an error. 

Algorithm 3: Buying Lot  

Input: ownerID, Buyer, Seller, Transferred Amount, lotPrice  

Output: An event declaring that the Lot has been sold  

Data: ownerID: The Ethereum address of the current Lot owner  

Buyer: The Ethereum Address of the buyer  

Seller: The Ethereum Address of the Seller  

Transferred Amount: The amount transferred to the function  

lotPrice: The price of the Lot initialization;  

if Buyer|= Seller ∧ TransferredAmount = lotPrice then  

Transfer the price of the Lot to the seller  

Update ownerID by replacing the seller Ethereum address to the buyer Ethereum Address 

Emit an event declaring that the Lot has been sold  

else  

Revert contract state and show an error. 

 

 
Figure 1: flowchart for admin 
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Figure 2: flowchart for user 

IV. RESULTS AND DISCUSSION 

 

The developed Ethereum smart contract for drug traceability was analyzed using specialized tools to reveal any code 

vulnerabilities in addition to the aforementioned security analysis. Those tools were used in code development iterations to 

improve the reliability of the smart contract. Remix IDE that was used to develop the smart contract provides some code 

debugging and run-time error warnings. However, they are not sufficient to establish trust in the smart contract robustness. Smart 

Check was used to detect vulnerabilities in the code at different severity levels. After multiple iterations of smart code 

modification, the smart code was bug-free as reported by the output. Smart Check analyzed the smart contract comparing it to its 

knowledge base and verified that it was free from risks that would make it susceptible to exploitation and cyber-attacks. Oyente 

tool was also used to explore the smart contract security. Oyente runs on Linux and analyzes the code intensively to rule out any 

hidden vulnerabilities. It is designed to protect the Ethereum smart contract from known attacks such as callstack depth attack and 

re-entrancy attacks. Based on the results of transactions in the smart contract, it also shows the purchase rate of the drugs as 

shown below.  

 
Figure.3: Rate of Purchase of Drugs 

V. CONCLUSION  

 

In this paper, I have investigated the challenge of drug traceability within pharmaceutical supply chains highlighting its 

significance especially to protect against counterfeit drugs. I have developed and evaluated a blockchain-based solution for the 

pharmaceutical supply chain to track and trace drugs in a decentralized manner. Specifically, my proposed solution leverages 

cryptographic fundamentals underlying blockchain technology to achieve tamper-proof logs of events within the supply chain and 

utilizes smart contracts within Ethereum blockchain to achieve automated recording of events that are accessible to all 

participating stakeholders. 
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