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Abstract:  Data mining is the process of analyzing massive volumes of data to discover business intelligence that can help 

companies solve problems, mitigate risks, and seize new opportunities. This branch of data science derives its name from the 

similarities between the process of searching through large datasets for valuable information and the process of mining a mountain 

for precious metals, stones, and ore. Both processes require sifting through tremendous amounts of raw material to find hidden 

value. In this paper, we are going to analyze the cyber security data set which is downloaded from kaggle (i.e. KDD CUP99 Dataset) 

and uploaded to the cloud server which will be encrypted using Hybrid ECC and AES Algorithm. Machine learning algorithms 

such as     Random Forest algorithm and Support Vector Machine Algorithm (SVM) will perform classification on the provided 

dataset and provide better results during user search. The accuracy of machine learning algorithms obtained will be 90% of Random 

Forest Algorithm and 95% of Support Vector Machine Algorithm (SVM) Algorithm. 

I.INTRODUCTION 

Block chain is a system of recording information in a way that makes it difficult or impossible to change, hack, or cheat the 

system. A block chain is essentially a digital ledger of transactions that is duplicated and distributed across the entire network of 

computer systems on the block chain. Each block in the chain contains a number of transactions, and every time a new transaction 

occurs on the block chain, a record of that transaction is added to every participant’s ledger. The decentralized database managed 

by multiple participants is known as Distributed Ledger Technology (DLT). Block chain is a type of DLT in which transactions are 

recorded with an immutable cryptographic signature called a hash.  

 

Computer security, cyber security, or information technology security is the protection of computer systems and networks from 

information disclosure, theft of, or damage to their hardware, software, or electronic data, as well as from the disruption or 

misdirection of the services they provide. With an increasing number of users, devices and programs in the modern enterprise, 

combined with the increased deluge of data -- much of which is sensitive or confidential -- the importance of cyber security 

continues to grow. The growing volume and sophistication of cyber attackers and attack techniques compound the problem even 

further. 

 

An intrusion detection system is a device or software application that monitors a network or systems for malicious activity or 

policy violations. Any intrusion activity or violation is typically reported either to an administrator or collected centrally using a 

security information and event management system. Modern networked business environments require a high level of security to 

ensure safe and trusted communication of information between various organizations. An intrusion detection system acts as an 

adaptable safeguard technology for system security after traditional technologies fail. Cyber attacks will only become more 

sophisticated, so it is important that protection technologies adapt along with their threats. 

 

In this paper, we are going to analyze the performance of both machine learning algorithm and the cryptographic techniques 

which is involved in this study. The intrusion detection dataset is first uploaded to the cloud server in which the dataset is encrypted 

and stored in a block chain. The encrypted dataset is first preprocessed and provided to the machine learning algorithm such as 

Random Forest and Support Vector Machine (SVM) for classification purpose. When user request for data it is retrieved from block 

chain and provided to them with better performance. . The accuracy of machine learning algorithms obtained will be 90% of Random 

Forest Algorithm and 95% of Support Vector Machine Algorithm (SVM) Algorithm. 

 

II. RELATED WORK 

An intrusion detection system is a device or software application that monitors a network or systems for malicious activity or 

policy violations. Any intrusion activity or violation is typically reported either to an administrator or collected centrally using a 

security information and event management system. Machine learning (ML) is a type of artificial intelligence (AI) that allows 

software applications to become more accurate at predicting outcomes without being explicitly programmed to do so. Machine 

learning algorithms use historical data as input to predict new output values. 
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Dr. Manish Kumar, Ashish Kumar Singh, [1] investigates the Host Intrusion Detection System (HIDS) helps to detect 

unauthorized use, abnormal and malicious activities on the host, whereas Network Intrusion Detection System (NIDS) helps to 

detect attacks and intrusion on networks. Various researchers are actively working on different approaches to improving the IDS 

performance and many improvements have been achieved. However, development in many other technologies and newly emerging 

techniques always opens the doors of opportunity to add a sharp edge to IDS and to make it more robust and reliable. This paper 

proposes the development of Distributed Intrusion Detection System (DIDS) using emerging and promising technologies like Block 

chain upon a stable platform like cloud infrastructure.  

 

Said OUIAZZANE, Malika ADDOU, Fatimazahra BARRAMOU [2], propose a model of a distributed intrusion detection 

system based on the multi-agent paradigm and the distributed file system (HDFS). Multi-agent systems (MAS) are very suitable to 

intrusion detection systems as they can address the issue of geographic data security in terms of autonomy, distribution and 

performance. The proposed system is based on a set of autonomous agents that cooperate and collaborate with each other to 

effectively detect intrusions and suspicious activities that may impact geographic information systems. Our system allows the 

detection of known and unknown computer attacks without any human intervention (Security Experts) unlike traditional intrusion 

detection systems that rely on knowledge bases as a mechanism to detect known attacks. The proposed model allows a real time 

detection of known and unknown attacks within large networks hosting geographic data. 

Amol Borkar, Akshay Donode, Anjali Kumari [3] analyses literature survey of Internal Intrusion Detection System (IIDS) and 

Intrusion Detection System (IDS) that uses various data mining and forensic techniques algorithms for the system to work in real 

time. Data mining methods are proposed for cyber analytics in support of intrusion detection. 

 

Yunlu Gong, Shingo Mabu, Ci Chen, Yifei Wang, Kotaro Hirasawa [4], proposes a class association rule mining approach 

based on Genetic Network Programming(GNP) for detecting network intrusion combining misuse detection and anomaly detection 

is proposed. The proposed approach is an extension of the intrusion detection approach using GNP, so it can detect and distinguish 

normal, known intrusion and unknown intrusion. The simulation result shows that the detection rate is improved compared with 

traditional intrusion detection approach, and normal, known intrusion and unknown intrusion are distinguished with high accuracy. 

 

Xin Zhan, Huabing Yuan, Xiaodong Wang [5], explores block chain network intrusion detection system. Firstly, the 

characteristics of block chain are briefly introduced, and the challenges of block chain network intrusion security and privacy are 

proposed. Secondly, the intrusion detection system of WLAN is designed experimentally. Finally, the conclusion analysis of block 

chain network intrusion detection system is discussed. 

 

Rajashekaragouda G.S., M.Dakshayini [6], proposes a Block Chain based revolutionary Supply-chain system addressing the 

deficiencies that the traditional system could not address in its entirety. The proposed Block chain system achieves transparent 

record keeping and provenance tracking with reduced cost using a distributed, immutable and highly reliable ledger concept that 

records the history of products right from its origination to its buyer without the need of a third trusted party. This work is 

implemented using Hyperledger fabric and proves the efficiency of the proposed system. 

 

Vishal Naidu, Kumaresan Mudliar, Abhishek Naik, Prasenjit Bhavathankar [7], introduce traditional supply chain to the block 

chain. The decentralization of this data across different levels ranging from raw material manufacturer to the retailer will lead to a 

more flexible and transparent system. These traits would in turn result into a system where data flows faster than traditional 

centralized approach to supply chain management. Use of IOT ensures that there are no inconsistencies in the processes that are in-

transit, automating the updating process that would other require human intervention. 

 

There are recent works conducted in this research arena [3, 4, 5] in which the study [1] proposed intrusion detection with the 

help of Block chain technology, a new approach to classify the dataset and predict the performance of machine learning algorithm 

such as Random Forest and Support Vector Machine (SVM). Though there are several works available in the literature, some of 

the methods do not consider the accuracy and response time parameter of Cloud environment yet it needs to improve the 

performance in various aspects. 

 

III. PROPOSED SYSTEM  

 

The intrusion detection dataset such as KDD CUP 99 has been downloaded from kaggle.com website and uploaded to Cloud 

server after performing the encryption using Hybrid AES and ECC Algorithm. The pre-processing of data is done and stored in the 

Block chain for the utilization of further process by Machine Learning Algorithm. The data type of each and every column in the 

uploaded file is read and if it is other than int or float it is converted into int using encoding technique. Then the processed data is 

feed to the algorithm such as Support Vector Machine (SVM) Algorithm and Random Forest Classifier Algorithm for performing 

the classification. The obtained accuracy shows that Support Vector Machine (SVM) performs much better than the Random Forest 

Classifier Algorithm. 
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Fig 1: Architecture Diagram 

A) Advanced Standard Encryption (AES) Algorithm 

Cryptography is the study of securing communications from outside observers. An encryption algorithm takes the original 

message, or plaintext, and converts it into cipher text, which is not understandable. The key allows the user to decrypt the message, 

thus ensuring on they can read the message. The strength of the randomness of an encryption is also studied, which makes it harder 

for anyone to guess the key or input of the algorithm. Cryptography is how we can achieve more secure and robust connections to 

elevate our privacy. Advancements in cryptography makes it harder to break encryptions so that encrypted files, folders, or network 

connections are only accessible to authorized users.  

 

The AES Encryption algorithm (also known as the Rijndael algorithm) is a symmetric block cipher algorithm with a 

block/chunk size of 128 bits. It converts these individual blocks using keys of 128, 192, and 256 bits. Once it encrypts these blocks, 

it joins them together to form the cipher text. It is based on a substitution-permutation network, also known as an SP network. It 

consists of a series of linked operations, including replacing inputs with specific outputs (substitutions) and others involving bit 

shuffling (permutations). 

 

 
 

Fig 2: Block Diagram of AES Algorithm 
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Number of Rounds (NR) 

Block Size (state) = 32 bit-words 

Key size = 128, 192, and 256 bits 

The calculate is NR=(Key size / Block size)+6     

NR = k/32+6 as clearly 

128/32+6 = 10 Round 

192/32+6 = 12 Round 

256/32+6 = 14 Round 

 

 
 

Fig 3: Pseudocode of AES Algorithm 

 

B) Hybrid Elliptic Curve Cryptography (ECC) Algorithm 

This is non-trivial and usually involves a design of hybrid encryption scheme, involving ECC cryptography, ECDH key 

exchange and symmetric encryption algorithm. Assume we have a ECC private-public key pair. We want to encrypt and decrypt 

data using these keys. By definition, asymmetric encryption works as follows: if we encrypt data by a private key, we will be able 

to decrypt the cipher text later by the corresponding public key. The elliptic curve cryptography (ECC) does not directly provide 

encryption method. Instead, we can design a hybrid encryption scheme by using the ECDH (Elliptic Curve Diffie Hellman) key 

exchange scheme to derive a shared secret key for symmetric data encryption and decryption. 

 

 
 

                                                      Fig 4: Architecture Diagram of Hybrid ECC Algorithm 
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Fig 5: Flowchart of Hybrid ECC Algorithm 

 

 
 

Fig 6: Pseudocode of Hybrid ECC Algorithm 

 

IV. PERFORMANCE VALIDATION 
 

For evaluating the performance, there are 2 different stages of validation done. First is time taken for encryption and 

decryption process and the second one is accuracy of machine learning algorithm. The performance of cryptographic process such 

as encryption and decryption via Advanced Standard Encryption (AES) and Hybrid elliptic curve cryptography (ECC) has been 

estimated. The support vector machine and random forest algorithm was trained/tested using machine learning techniques. The 

accuracy and response time was monitored during execution of dataset which is used to predict cyber attacks. For comparison 

purposes, a set of algorithms namely support vector machine and random forest algorithm were employed. Moreover, the set of 

measures used to investigate the results were accuracy and response time. 

 

A) Implementation setup 

A huge set of dataset is downloaded from kaaagle.com website and uploaded to the cloud server after performing encryption 

process using any one of the preferred algorithm such as Hybrid elliptic curve cryptography (ECC) or Advanced Standard 

Encryption (AES). Finally features are set and then training and testing phases are completed via machine learning algorithms. 

Table 1 and 2 shows the accuracy of each algorithm with different process such as machine learning and cryptographic process. 

 

B) Analysis of results in terms of ML accuracy 

Fig. 7 provides a detailed comparison of accuracy on different machine learning algorithms such as Support Vector machine 

(SVM) and Random Forest. The Support Vector machine (SVM) algorithm and Random Forest algorithm will provide 95% and 

provide 90% of accuracy. 
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Table 1: Accuracy Calculation. 

 

Type of ML algorithms Accuracy 

Random Forest 0.96 

Support Vector Machine(SVM) 1.0 

 

 

Fig 7:  Comparative results analysis in terms of ML accuracy. 

 

C) Analysis of results in terms of ML accuracy 

Fig. 8 provides a detailed comparison of accuracy on different machine learning algorithms such as Support Hybrid elliptic 

curve cryptography (ECC) and Advanced Standard Encryption (AES). The Hybrid elliptic curve cryptography (ECC) algorithm 

and Advanced Standard Encryption (AES) algorithm will provide 95% and provide 93% of accuracy. 

 

Table 2: Accuracy Calculation. 

 

Type of Cryptographic  algorithms Accuracy 

Hybrid elliptic curve cryptography (ECC) 95 

Advanced Standard Encryption (AES) 93 

 

 

Fig 8:  Comparative results analysis in terms of cryptographic accuracy. 

 

V. Conclusion 

This paper has presented both cryptographic and machine learning techniques in cloud environment using Block chain 

technology to safe guard the data. The presented Random Forest and Support Vector Machine (SVM) algorithm achieved an 

effective average for classification and prediction. For experimentation, a large set of dataset used to investigate instruction detection 

results using machine learning algorithm. Support Vector machine (SVM) algorithm and Random Forest algorithm will provide 

95% and provide 90% of accuracy. 
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