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ABSTRACT: Everything in today's highly connected digital world is increasingly dependent on instantaneous global data transfers. 

Internet efficiency facilitates our daily lives. Sharing information online presents significant security dangers and difficulties in the 

modern day. The use of cryptography is the means through which sensitive information can be protected from various threats. Improved 

cryptosystems technology is a no-brainer for securing communication networks. An improved cryptosystem is the focus of our research, 

and to that end we have presented a novel method of data encryption and decryption that guarantees increased efficiency over current 

best practises. In this project, a noise image encryption and decryption scheme are proposed in which the noise signal is selected 

randomly to set the initial values for a chaotic system which also enhances the security of the system. for understanding the effectiveness 

of the proposed system. Experimental results confirm that the proposed chaos-based cryptosystem is efficient and suitable for 

information (image) transmission in a highly secured way. We have created a file encryption system where we save encrypted file and 

decrypt and download it later. The main difference between the existing and proposed system is the file encryption system is 

implemented using noise images that stores key values inside it. 
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INTRODUCTION  

 

Every day, a corporation handles files, so it needs reliable data security methods. 32% of organizations are affected by cybercrime, 

which costs $6 trillion globally. You need sophisticated security capabilities that interact nicely with your existing platforms and fit 

within your company budget to mitigate this risk. One of the best security measures is file encryption. With advanced security measures, 

it protects your business's data. Encrypting a file involves encoding not only the file itself but also any sensitive information that it may 

contain. This allows the file to be sent via an insecure channel without compromising its integrity. Because of the encoding, nefarious 

actors are unable to get unauthorized access to the data or modify it in any way. It prevents a file from being accessed by anyone other 

than the person or individuals for whom it was intended, whether it be one person or multiple people. Encryption of files is a useful 

solution to this problem. It gives you the ability to make any sensitive information you save unreadable to anybody other than the 

authorized recipients. 

 

The encryption of files is accomplished by the application of complicated algorithms. A file is considered to be encrypted if an 

encryption technique has been applied to it in order to jumble the data contained within the file. After the file has been scrambled, it 

will no longer be readable; however, this will only be a temporary impact. The sender is responsible for providing the decryption key 

for the data that has been encrypted. This key, which enables decryption, takes the form of a password or passphrase most of the time. 

For example, it might be a string of alphanumeric numbers. The decryption key is only given to those people who are legally permitted 

to access the data. The file will become readable once again after the authorized receiver has entered the appropriate password or 

passphrase. The vast majority of computer operating systems and file systems are equipped with integrated support for file encryption. 

The system encrypts and stores sensitive data in a secure location, and the decryption key is required to access those files. 
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Keys are typically required in order to successfully complete the encryption process. Cryptography is the practice of protecting sensitive 

information by scrambling it and then reassembling it using secret keys. Symmetric and asymmetric cryptography are the two primary 

forms that it can take. The use of asymmetric cryptography, sometimes known as public-key cryptography, is commonplace in many 

businesses. These encryption methods make use of a public key in addition to a private key. Anyone who possesses the public key has 

the ability to utilize it to encrypt files. However, only users who possess the private key can decrypt the data, therefore the files will 

continue to be protected from access by unauthorized users. The process of encrypting and decrypting data with symmetric encryption 

only requires the usage of a single private key. To be able to decrypt the encoded files, the two parties that are exchanging information 

through a symmetric encryption need to exchange keys.  

 

In most cases, symmetric encryption can be made to function more quickly and effectively than asymmetric encryption. Whenever an 

organization has to encrypt a large amount of information, such as an entire database, they typically turn to this method. However, 

symmetric encryption has the drawback of having a lower level of overall security efficacy. This word indicates that it will likely be 

more difficult to maintain the secrecy of the key. For instance, if the process of encrypting and decrypting data takes place in various 

locations, the private key will need to be moved between those sites, which leaves it open to the possibility of being attacked. Programs 

that are written to encode the data in a variety of predetermined ways are typically used to carry out encryption. Certain sectors have 

adopted particular encryption standards as their norm. Others are compatible with a limited number of different kinds of databases. 

The efficiency of the encryption is determined by a number of distinct aspects, including the appropriateness of the encryption system, 

the efficacy of the algorithm, and the magnitude of the key. In this article, we are going to discuss the process of encrypting data using 

noise images as the key, and we are also going to have a look at various cases. Experiments have indicated that the noise picture that 

is proposed to be used as a key for encryption and decryption methods is safe and reliable, suggesting that it may have the potential to 

be adapted to high-security image communication applications. 

 

LITERATURE SURVEY 

 

[1] T. M. K. Afandi, D. H. Fandiantoro, Endroyono and I. K. E. Purnama, "Medical Images Compression and Encryption using DCT,  

Arithmetic Encoding and Chaos-Based Encryption," 2021 International Seminar on Intelligent Technology and Its Applications 

(ISITIA), 2021 

 

To address the need for privacy and security in medical image communication while also reducing file size, the scientists developed 

chaotic sequence-based encryption paired with arithmetic encoding and discrete cosine transform (DCT) compression. The image is 

first compressed using DCT. The image is then compressed once again using the arithmetic encoding technique. The compressed file 

is then encrypted by utilizing two chaotic sequence functions to shuffle and scramble it. The proposed approach has a compression 

ratio of 0.748 and a PSNR of 41.70 dB. 

 

[2] C. Qin, J. Hu, F. Li, Z. Qian and X. Zhang, "JPEG Image Encryption with Adaptive DC Coefficient Prediction and RS Pair 

Permutation," in IEEE Transactions on Multimedia,2022 

 

The original image is changed via JPEG image encryption into a noise-like image with no meaningful information. DC coefficients are 

predicted initially by our adaptive prediction method. To reduce encoded length and file size, the histogram of DC coefficient prediction 

errors is then encrypted by fusing prediction errors and random numbers. Additionally, we build the RS (run/size) pairs in each DCT 

block and put the permutation into practise for all DCT blocks aside from DC coefficients, which can alter the image's contents. The 

RS pairs are taken from each DCT block's upper left corner. Our JPEG picture encryption method is more secure than other ones while 

still maintaining JPEG format compatibility and a little file size increase. 

 

[3] M. D and S. Vasuhi, "Image Steganography: 2-Bit XOR Algorithm Used In YCbCr Color Model With Crypto-algorithm," 2020 

4th International Conference on Computer, Communication and Signal Processing (ICCCSP), 2020 

 

Steganography studies how messages are hidden. Steganography sends data in an image that humans cannot see to protect it while 

sending it through any medium. Image processing combines encryption and steganography in this paper. Here is a 2-bit XOR LSB 

picture steganography-based YCbCr color model. The suggested approach translates an image from RGB to YCbCr space and hides 

secret data in the Cr color space component using 2-bit XOR. Our approach uses a basic crypto technique to encrypt a text file before 

hiding it in an image. Rail Fence Cipher with key 2 encrypts and decrypts text files. The YCbCr image 2-bit XOR substitution technique 

has been extensively studied. Finally, encryption methods were compared to MSE and PSNR. The proposed solution is secure, high 

PSNR, and low MSE, making it effective for picture data concealment. 

 

[4] J. Tong, Y. Long and Q. Liu, "A File Encryption System Based on Attribute Based Encryption," 2021 17th International Conference 

on Computational Intelligence and Security (CIS), 2021 

 

[5] A. N, A. V. K and N. R, "Sharing Confidential Images with Abbreviated Shares using Steganography and AES Algorithm," 2022 

2nd International Conference on Intelligent Technologies (CONIT), 2022 

 

Steganography literally means "covered writing" from the Greek steganos (= "covered") and graphy (= "writing"). Communication is 

"invisible" to it. There are many steganographic methods for hiding critical information in different file formats, some of which are 

harder than others and have their own pros and cons. The Least Significant Bit (LSB) embedding method hides the cover file's image 

in the cover picture's least significant bits. 24-bit and 8-bit settings could use this method. BPCS steganography embeds secret data in 

vessel bit-planes. We substitute every "noise-like" bit-plane of the vessel image with secret data without degrading image quality. 

"BPCS-Steganography" is the name of this steganography. LSB, BPCS, and AES steganography are used to disguise the secret image 

in this research. 
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[6] H. Nazir, I. S. Bajwa, S. Abdullah, R. Kazmi and M. Samiullah, "A Color Image Encryption Scheme Combining Hyperchaos and 

Genetic Codes," in IEEE Access, 2022  

 

Because a single chaotic map has a limited chaotic range and susceptibility, we use the 4D-hyperchaotic system to create three S-boxes 

(red, green, and blue) and a logistic map to turn a simple image into DNA strands. After that, a logistic map-based artificial image 

mapped to DNA strands is created. Then DNA operations using logistic map sequence are performed on the DNA strands and decoded. 

Three substitution-boxes (s-boxes) encrypt the decoded strands. This research uses cryptanalysis-driven design to prove an encryption 

scheme's security. The proposed approach works with several image sizes N × M and file types. Visual, key space, key sensitivity, 

energy, homogeneity, contrast, entropy, histogram, correlation, chosen-plaintext attacks, number of pixels change rate (NPCR), 

universal average changing intensity (UACI), mean absolute error, robustness against noises and occlusion attacks, and encryption 

efficiency analysis are completed. The approach is safe and dependable according to visual and numerical simulations. 

 

[7] O. Q. J. Al-Thahab and A. A. Hussein, "Implementation Of Stego-Watermarking Technique by Encryption Image Based On Turbo 

Code For Copyright Application," 2020 1st. Information Technology To Enhance e-learning and Other Application (IT-ELA), 2020  

 

The amount of digital data exchanged and disseminated via internet channels, notably video, is growing rapidly. Maintaining data 

copyright was a major concern. Therefore, data protection methods are always under question. Video steganography is a means of 

hiding data in digital video files that the human visual system cannot recognize. Video watermarking is another way to safeguard digital 

video's intellectual property. In this work, steganography and watermarking will be used to hide the publisher logo picture inside the 

digital video file by embedding the logo pixel data in the video frames' LSB. The most prominent video steganography technique, 

watermarking, is now used by attackers. Therefore, a smarter way to protect digital video copyright is needed. In this paper, Turbo 

code is used to encrypt the logo image bits and the least significant bit (LSB) approach is used to incorporate the encoded logo pixels 

inside the cover video frames. This method made the system powerful and secure against hacker attempts. The system's Stego-video 

has a relative rate of 98% and a PSNR of 57dB, with great robustness against salt and pepper and Gaussian noise. 

 

[8] P. Oktivasari, M. Agustin, R. E. M. Akbar, A. Kurniawan, A. R. Zain and F. A. Murad, "Analysis of ECG Image File Encryption 

using ECDH and AES-GCM Algorithm," 2022 7th International Workshop on Big Data and Information Security (IWBIS), 2022 

 

Healthcare uses image data. Electrocardiograms are health imaging data (ECG). ECGs include personal data that must be protected. 

Encryption methods protect ECG image data. This thesis uses ECDH and AES-GCM. ECDH generates AES-GCM encryption and 

decryption keys. Python handles encryption and decoding. ECG image file size increases encryption and decryption times. Decryption 

requires checking the nonce value and authentication tag. The encrypted ECG picture file's histogram shows pixel homogeneity. PSNR 

and SSIM tests show the difference between original and encrypted ECG picture files. The NIST Statistical Test Suite shows that the 

technique generates random output to safeguard ECG picture files. 

 

[9]   S. Patel and T. V, "New Image Encryption Algorithm based on Pixel Confusion-Diffusion using Hash Functions and Chaotic 

Map," 2022 7th International Conference on Communication and Electronics Systems (ICCES), 2022 

 

Computer technology has made data privacy and security essential. This study proposes a hash function, chaotic map, and two diffusion 

process picture encryption techniques. Two hash functions generate chaos map initialization keys. These hash functions start with the 

plain image's rows, columns, and diagonal pixels. Quantization unit scrambles the image. The initial diffusion step XORs the scrambled 

image's pixels with the normalized chaotic map. Even and odd pixels are XORed with chaotic maps. A second diffusion process XORs 

the picture with the map a finite number of times to achieve strong encryption. For strong encryption, the pixel array is circular shifted 

three times after each round. The suggested picture encryption algorithm can withstand statistical and differential attacks in the 

communication channel, according to state-of-the-art experimental and comparative analyses. 

 

[10] M. E. Kahla, M. Beggas, A. Laouid, M. Kara and M. AlShaikh, "Asymmetric Image Encryption Based on Twin Message Fusion," 

2021 International Conference on Artificial Intelligence for Cyber Security Systems and Privacy (AI-CSP), 2021 

 

Encryption is one of the most popular techniques for securing personal information after the digital revolution, including photographs. 

The speed of encryption and decryption, the size of image encryption, and Safeway's key sharing are only a few of the problems that 

remain. Based on Magic Number Fragmentation and El-Gamal Encryption, this paper presents a novel image asymmetric encryption 

scheme (MNF-G). The plain image is converted first into bits, then into decimal, and then into MNF-G. The results of the experiments 

demonstrate that the proposed method can encrypt/decrypt images with a strong encryption effect. By using this method, a whole 

distinct image file that can be sent securely over the internet is created. This design increases security. 
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TABLE OF COMPARISON

S.No TITLE PROS CONS 

[1] "Medical Images Compression and 

Encryption using DCT, Arithmetic 

Encoding and Chaos-Based Encryption" 

The proposed method achieves a 

compression ratio of 0.748 and a peak 

signal-to-noise ratio (PSNR) of 41.70 

dB. 

Since chaotic encryption is 

more sequential, it takes 

more time than AES 

encryption, which employs a 

Matrix. 

[2] "JPEG Image Encryption with Adaptive DC 

Coefficient Prediction and RS Pair 

Permutation" 

Our technique maintains JPEG format 

compatibility for encrypted images, a 

tiny file size increase, and greater 

security. 

Future solutions can be 

found for privacy protection 

in compressed video data 

such as H.264/AVC, 

H.265/HEVC, and 

H.266/VVC. 

[3] "Image Steganography: 2-Bit XOR 

Algorithm Used in YCbCr Color Model with 

Crypto-algorithm" 

The approach produces the best stego-

images when PSNR is above 40 dB. 

The output is affected by the 

quality of the input images. 

[4] "A File Encryption System Based on 

Attribute Based Encryption" 

The paper's technique requires less 

cryptographic data and is easier to 

implement. 

Several enhancements can 

be made to the aspect of 

security of data.  

[5] "Sharing Confidential Images with 

Abbreviated Shares using Steganography 

and AES Algorithm" 

The proposed method boosts the level 

of security by merging two different 

steganographic approaches. 

It is possible to acquire a 

greater number of shares, 

which would result in a 

much-improved level of 

safety for any future 

research. 

[6] "A Color Image Encryption Scheme 

Combining Hyperchaos and Genetic Codes" 

The proposed approach works on 

several image dimensions N × M with 

diverse image sizes and formats. 

To make this cipher more 

efficient, we can investigate 

computationally intensive 

operations in the future. 

[7] "Implementation Of Stego-Watermarking 

Technique by Encryption Image Based On 

Turbo Code For Copyright Application" 

The system produced a high-quality 

Stego-video with a relative rate of 

98% and a PSNR of 57dB. It was 

robust to salt and pepper and Gaussian 

noise. 

After incorporating the logo 

bits, the frame pixels values 

change somewhat but are 

negligible. 

[8] "Analysis of ECG Image File Encryption 

using ECDH and AES-GCM Algorithm" 

With low PSNR and SSIM values, the 

encrypted image file is excellent. 

ECG picture file encryption 

and decryption can be 

improved with greater size, 

16 GB RAM, and longer 

keys. 
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[9] "New Image Encryption Algorithm based on 

Pixel Confusion-Diffusion using Hash 

Functions and Chaotic Map" 

Experimental study demonstrates that 

the algorithm resists several 

communication channel statistical and 

differential attacks. 

To strengthen the encryption 

algorithm, we'll use machine 

learning. 

[10] "Asymmetric Image Encryption Based on 

Twin Message Fusion" 

Analyses of the method's security and 

efficacy have shown that it has both. 

There is a possibility that the 

image quality will alter the 

results. 

EXISTING SYSTEM 

 

The existing systems encryption and decryption methodologies are not efficient existing system is not done with noise key as an 

encryption method. The existing system also doesn’t have a scalable architecture and it can't be used for complex use cases. 

PROPOSED SYSTEM 

 

Step 1: Initializing Backend The first step is to create a Django backend to work with the file encryption system.   

Step 2: Creating algorithm: We will use AES algorithm for doing the encryption -decryption thing 

Step 3: Make a table for the database using: To manage the users and files that are saved on the server, we will develop a user table in 

addition to a file handling table. 

Step 4:Creating a Two-Factor Authentication System :By utilizing a distinct Django server, we will construct a two-factor auth in order 

to guarantee the safety of our users. In most cases, the application level is where the encryption of fields at the field level has to take 

place. This is accomplished by coupling the data with a top-secret key that is familiar only to the application server in question. 
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ARCHITECTURE 

 

 

 

Fig 1. Architecture diagram 

 

CONCLUSION 

 

File encryption is achieved with the use of complex algorithms. If the information contained in a file has been scrambled using an 

encryption method, the file is said to be encrypted. A scrambled file is unreadable, but there are still many cyber-attacks happening in 

many ways, posing a threat to the confidentiality of the information. In this work, we addressed noise pictures as the key for file 

encryption and examined numerous case studies. Experimental results reveal that the suggested noise picture as a key for encryption 

and decryption procedures is both secure and reliable, opening the door for its use in high-security image communication applications. 
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