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Abstract— Cybercrime is construed as using a computer as a weapon, or instrument, to advance or secure something 

deemed illegal. Think stealing identities or intellectual property, committing fraud, or violating privacy laws. These are 

just several examples.Cyber-crime is nothing but all illegal activities which are carried out using technology. Cyber-

criminals hack user’s personal computers, smartphones, personal details from social media, business secrets, national 

secrets, important personal data, etc with the help of internet and technology. Hackers are the criminals who are 

performing these illegal, malicious activities on the internet.Here are 5 of the top cybercrimes affecting businesses and 

individuals in 2022: - Phishing Scams , Website Spoofing, Ransomware , Malware,IOT Hacking 
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Introduction 
 

 Cyber-crime  has  been  reported  as  one  of  the  top  four economic  crimes  perceived  by  all  organizations.  [1] 

According  to an  ASSOCHAM  report  the number  of  cyber-crimes all over the world will reach to  a higher level to 

earn money in an illegal way. The statistics from the surveys shows how the Cyber-crime has been increasing at an 

alarming rate all  over the  world. What  is cybercrime?  Webopedia defines Cybercrime as  “any criminal  act dealing  

with computers  and networks  (called  hacking)”.  [2]  Cybercrime  is  a  range  of illegal  digital activities  targeted  at 

organizations  in  order to cause  harm.  [3]  The  simplest  possible  definition  given  by Norton  Company  is “Cybercrime  

is simply  a crime  that has some kind of computer or cyber aspect to it”. [4] According to Norton, for every 3  seconds  

someone’s identity is  stolen  as  a result  of  cybercrime.  Cyber-crimes  do  not  consider  any boundaries or territorial 

barriers. Making the cyber world safer is  the major  concern to  all the  stakeholders.  In this  regard, every country will 

have its own Cyber law or Internet law to control the cybercrimes in their countries. Indian government also  framed  

such  law  which  is  called  the  Information Technology  Act,  2000  [5].  This  act  is  meant  for  legal recognition for 

transactions carried out by means of electronic data  interchange and other means of electronic communication and 

applies to  whole India.  The top  five crime  heads [5]  in decreasing order is as follows:  • Loss or Damage to computer 

resource or utility • Obscene publication/transmission in electronic form  • Hacking  • Tampering computer source 

documents  • Breach of confidentiality or privacy        The paper will give an overview of cybercrimes registered and 

persons arrested on cybercrime charges. Also, it describes the  prevention  techniques  for  some  cyber-crimes  

happened until  now.  In  final  section,  cyber  threat  analysis  and  its predictions in the upcoming year is also been 

discussed 
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Various cyber crime cause  
 

There are top 5 cyber crime we are discussing in this paper which  affects individual and business .In day-to-day life, 

everyone is leading their life with technology. Our daily life depends on technology. So, nowadays everybody knows 

the internet and is aware of it. The Internet has everything that a man needs in terms of data. So, people are becoming 

addicted to the Internet. The percentage of the population using the internet are increasing day-by-day. National 

security is in some way getting dependent on the internet. But the new technologies which have arrived also brought 

unusual threats and Cyber-Crime is one such concept. Cyber-Crime is a crime that uses a computer for an attack like 

hacking, spamming, etc.  

To earn a huge amount of money, Cyber-criminals always choose an easy way. Banks, casinos, companies, and, financial 

firms are the prosperous organizations and their target centers where an enormous amount of money runs daily and 

has diplomatic information. It’s very difficult to catch those criminals. Hence, the number of cyber-crimes are increasing 

day-by-day across the globe. We require so many laws to protect and safeguard them against cyber-criminals since the 

devices we use everyday for businesses and communication might have vulnerabilties that can be exploited. 

 

Various attack and their prevention techniques 
 

 Phishing Scams 

The majority of successful cyber attacks – 91% according to a study by PhishMe – begin when curiosity, fear, or a sense 

of urgency entices someone to enter personal data or click on a link. 

 

Phishing emails mimic messages from someone you know or a business that you trust. They are designed to trick people 

into giving up personal information or clicking on a malicious link that downloads malware. Thousands of phishing 

attacks are launched every day. 

 

What you can do:  

Stop trusting your emails. They are not always what they seem. Security awareness and phishing training can empower 

your team to defend against phishing attacks. Training can show the telltale signs and teach how to recognize targeted 

phishing campaigns, as well as malicious links, and encourage users to stay away from links and attachments. One 

simple way is to go to websites by typing the real URL into their browser. 

 

 Website Spoofing 

The word spoof means to hoax, trick, or deceive. Website spoofing is when a website is designed to look like a real one 

and deceive you into believing it is a legitimate site. This is done to gain your confidence, get access to your systems, 

steal data, steal money, or spread malware. 

 

Website spoofing works by replicating a legitimate website with a big company’s style, branding, user interface, and 

even domain name in an attempt to trick users into entering their usernames and passwords. This is how the bad guys 

capture your data or drop malware onto your computer. 
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Spoofed websites are generally used in conjunction with an email that links to the illegitimate website. As of last August, 

spoofing and phishing may have cost businesses as much as $354 million. 

 

What you can do:  

The easiest thing you can do is ignore and delete anything you’re not anticipating. Legitimate companies will have 

multiple ways to contact you in the event they need to reach you. Save time and frustration by applying common sense 

logic and evaluating the “urgency” of the message. Also, pick up the phone or go directly to the trusted domain to 

inquire. 

 

 Ransomware 

Ransomware is a modern day, technical twist on a crime that has been around for ages – extortion. At its core, 

ransomware works when criminals steal something of great value and demand payment in exchange for its return. For 

most businesses, this involves the encryption of company data. When ransomware hits, businesses come to a standstill, 

and employees cannot do their jobs. 

 

Without restorable backup data, the company is generally at the mercy of the attacker who will hold your data hostage 

in exchange for a decryption key you can buy with Bitcoin. 

 

Ransomware has matured into its own category of malware and should be a primary concern for all organizations. 

According to new research, ransomware breaches have increased by 13% – more than the last five years combined. 

 

What you can do:  

Back your data up and then do it again — in a separate location. Frequency and redundancy are key to your success. If 

you only back up your system weekly, or if your backup is infected, you’re in for a lot of trouble. 

 

 Malware 

Norton defines malware as “malicious software” specifically designed to gain access to or damage a computer. In the 

case of ransomware, it’s designed to hold your data hostage, but that isn’t the only kind. There can be multiple 

objectives for malware – power, influence, money, information – but the result is always the same – a time consuming, 

often expensive recovery effort. 

 

Common types of malware include: 

 

Viruses that spread, damage functionality, and corrupt files 

Trojans disguised as legitimate software that quietly create backdoors to let other malware into your network 

Worms that can infect all of the devices connected to a network 

Ransomware that holds your data hostage 

Botnets – a network of infected devices that work together under the control of an attacker 
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What you can do:  

Be cautious about email attachments, avoid suspicious websites (look at the spellings carefully), install and continually 

update a high-quality antivirus program. 

 

 IOT Hacking 

The Internet of Things is a brave new world that has opened insights into our daily routines and our business processes 

to the web. Whether we like it or not, all of these internet-connected objects are collecting and exchanging data. As 

you know, data is valuable and for that reason, hackers will look to exploit any devices that aggregate it. 

 

The more “things” we connect – the juicier the reward becomes for hackers. That’s why it’s important to remember 

that personal passwords and business passwords all belong to humans… with memories that we know are going to let 

us down from time to time. 

 

What you can do: 

 Use a password generator to secure all devices with unique passwords. Here’s a list of the top 10 password managers 

you can use to help you keep your devices more secure. 

 

Remember, while you’re working within a business, each person has to take personal responsibility for ensuring your 

cybersecurity. You have to prioritize your risks and think through the scenarios that are likely to affect you, based on 

what you know about your unique infrastructure and team. Don’t wait until it’s too late to take a proactive approach. 

Keep focused on what’s coming and work to bring your team up to speed to create the strongest defense against 

cyberattacks. 

Conclusion  
To prevent cyber-crime successfully, set up multidimensional public-private collaborations between law enforcement 

organizations, the information technology industry, information security organizations, internet companies, and 

financial institutions. A far apart from the real world, Cyber-criminals do not combat one another for predominance or 

authority. Rather, they do their tasks together to enhance their abilities and even can help out each other with new 

opportunities. Therefore, the regular ways of fighting the crime cannot be used against these cyber-criminals.  

There are some ways to prevent cyber-crimes are 

1. By Using Strong Passwords: Maintaining different password and username combinations for each of the 

accounts and withstand the desire to write them down. 

2. Keep social media private: Be sure that your social networking profiles (Facebook, Twitter, YouTube, etc.) are 

set to be private. Once be sure to check your security settings 

3. Protect your storage data: Protect your data by using encryption for your important diplomatic files such as 

related to financial and taxes 

4. Protecting your identity online: We have to be very alert when we are providing personal information online. 

You must be cautious when giving out personal ids such as your name, address, phone number, and financial 

information on the Internet. 

5. Keep changing passwords frequently: When it comes to password, don’t stick to one password. 

6. Securing your Phones: Many people are not knowing that their mobile devices are also unsafe for malicious 

software, such as computer viruses and hackers 
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7. Call the right person for help: Try not to be nervous if you are a victim. If you come across illegal online content 

such as child exploitation or if you think it’s a cyber-crime or identity theft or a commercial scam, just like any 

other crime report this to your local police. 

8. Protect your computer with security software: There are many types of security software that are necessary 

for basic online security. Security software includes firewall and antivirus software.  
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